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Description automatically generated]Fair processing notice for applicants for Pupillage

About this notice
St Johns Chambers is committed to protecting the privacy and security of your personal data.

This notice explains how we collect and process personal data about you in connection with your pupillage application and the rights that you have in relation to such processing. We may update this notice at any time.

If you have any questions regarding the contents of this notice, you should contact our Data Protection Officer, by telephone on 0117-9234700 or by email to officemanager@stjohnschambers.co.uk.

[bookmark: _Toc508377968]Who we are	

St Johns Chambers is a Barristers Chambers registered in England and Wales under number ZA106532.

We are registered as a controller with the Information Commissioner’s Office under number ZA106532 in relation to the processing of personal data, which means that we are responsible for deciding how we hold and use data and information about you.

[bookmark: _Toc508377969]Data protection principles
We will comply with data protection law in relation to your personal data, which requires us to ensure that the personal data we process about you are:

1. Used lawfully, fairly and in a transparent way
2. Collected only for valid purposes that we have clearly told you about and not used for any other purposes that are not compatible with those purposes
3. Relevant and limited to what is necessary for the purposes we have told you about
4. Accurate and kept up-to-date
5. Kept only as long as necessary for the purposes we have told you about
6. Kept secure

[bookmark: _Toc508377970]The types of personal data we will process about you 

We will collect, use and store the following personal data about you:

· Personal contact details such as your name, address, telephone number and email address
· Information you choose to provide us with such as your date of birth, gender or gender identity, marital status, dependants, disability or medical condition
· The contents of your CV, job application and/or covering letter
· Notes of your responses to questions raised at interview
· The results of any exercises or tests undertaken by you during the recruitment process
· References obtained from any previous employer(s)
· Receipts for travel expenses, where we have agreed to reimburse you for these
· Information that we find about you online, such as public social media profiles
	
We may also collect, or you may choose to provide us with, the following “special categories” of more sensitive personal data about you:

· Information about your race or ethnicity, religious beliefs, sexual orientation (whether or not indicated by your gender or gender identity) and political opinions
· Information about your health, including any disability or medical condition
· Information about criminal convictions or offences

[bookmark: _Toc508377971]How we collect your personal data

Most of the personal data set out above will have been provided by or obtained from you in the course of the application and recruitment process. We may also have been provided with your personal data by a recruitment agency.

We may sometimes collect personal data about you from third parties including:

· your CV from any recruitment agencies that you have authorised to approach us regarding a position
· references from former employers
· Social networking platforms, to the extent that your privacy settings enable us to view your profile or any content that you have shared via those platforms

[bookmark: _Ref508349438][bookmark: _Toc508377972]How we will process your personal data

We will use the personal data about you for the following purposes:

· Undertaking our recruitment and selection process in accordance with our policies and procedures including our equality and diversity policy/equal opportunities policy Communicating with you about the recruitment and selection process
· Monitoring the effectiveness of our recruitment and selection policies and procedures for internal purposes only
· Considering and making any necessary reasonable adjustments in respect of our recruitment process
· Complying with legal or regulatory requirements

We may use “special categories” of personal data about you for the following purposes:

· Evaluating whether we need to provide appropriate adjustments during the recruitment and selection process
· Ensuring meaningful equal opportunity monitoring and reporting (you will not be identified in any reports)

We will only use your personal data for the above purposes, unless we reasonably consider that we need to use it for another reason which is compatible with the original purpose. If we need to use your personal data for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so.


The legal basis for processing your personal data

For most of the purposes described above, the legal basis for processing your personal data will be our legitimate interests as a business in recruiting individuals for the position applied for in line with our selection criteria.

If you fail to provide information when requested, which is necessary for us to consider your application (such as evidence of qualifications or work history), we will not be able to process your application successfully.

Who has access to your personal data

Access to your personal data will be limited to:

· Those of our staff or members of Chambers involved in administering and undertaking the recruitment and selection process 
· The provider(s) of any online application service 
· Any external individual or company engaged by us to assist with our recruitment and selection process (subject to appropriate safeguards being put in place)
· contractual clauses which have been approved by the European Commission. If you require further information in this regard, you can request it from us.



How we keep your personal data secure

We have put in place appropriate security measures to prevent your personal data from being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In addition, we limit access to your personal data to those employees, agents, contractors and other third parties who have a business need to know. They will only process your personal data on our instructions and they are subject to a duty of confidentiality.

We have also put in place procedures to deal with any suspected data security breach and will notify you and any applicable regulator of a suspected breach where we are legally required to do so.

How long we will keep your personal data

If you have been successful, the personal data relating to your application will be transferred to your personnel record and will be retained for a period of five years from the commencement of your pupillage (or subsequent tenancy) in the event that we have to review the basis on which you were granted a pupillage in the event of any legal claim.

If you have not been successful from the point of application; or after interview, your data will be retained for a period of five years in the event that we have to review the basis on which you were not granted a pupillage in the event of any legal claim.


Your rights in relation to your personal data

You have a number of rights in relation to the personal data processed by us about you:

· Access: You have the right to request access to and be provided with a copy of the personal data held about you together with certain information about the processing of such personal data to check that are holding it lawfully
· Correction: You have the right to ask us to correct any inaccurate or incomplete personal data held about you
· Deletion: You have the right to ask us to delete or remove any personal data held about you where there is no good reason for us to continue holding it or where you have exercised your right to object (see below)
· Restriction: You have the right to ask us to restrict how we hold your personal data, for example, to confirm its accuracy or our reasons for holding it
· Objection: You have the right to object to our holding of any personal data about you which is based on our legitimate interests or those of a third party based on your particular circumstances. You also have the right to object to our holding your personal data for direct marketing purposes
· Portability: You have the right to receive or request that we transfer a copy of the personal data we hold about you in an electronic format where the basis of our holding such information is your consent or the performance of a contract and the information is processed by automated means
· Withdrawal of consent: Where the basis of our holding any personal data relating to you is your consent, you have the right to withdraw that consent at any time
· Complaints: You have the right to lodge a complaint with the Information Commissioner’s Office (ICO) in relation to the holding of your personal data by us

To exercise any of the above rights, you should contact our Data Protection Officer Office Manager by telephone on 0117-9234700 or by email to office.manager@stjohnschambers.co.uk 

You will not have to pay any fee to exercise any of the above rights except, in the case of the right to access, if any request is clearly unfounded or excessive where we may charge a reasonable fee or alternatively refuse to comply with your request.
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